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News Summary

Cisco Webex to deliver sovereign controls for European customers, together with Deutsche
Telekom and Eviden, an Atos business.
With these controls, encryption keys for Webex Meetings, Messaging and Calling User-Generated
Information are hosted and e�ectively controlled by trusted European partners. Key
management controls will be operated within the EU, separate from Cisco's infrastructure.
The new Sovereign Controls feature will be available to EU customers in Spring 2024.

BRUSSELS, Oct. 11, 2023 /PRNewswire/ -- Today, Cisco announces new Webex by Cisco (Webex)
collaborations with Deutsche Telekom and Eviden to provide sovereign controls for European
customers, from small to large businesses, education, banking, healthcare organizations, municipalities
and public administration. With this setup, encryption keys for Webex Meetings, Messaging and Calling
User-Generated Information will be managed and hosted either by Deutsche Telekom or Eviden, on
European soil. The keys will be held and managed by the two trusted partners and remain separate
from Cisco's infrastructure.

With the new Sovereign Controls feature, Cisco builds upon its existing EU data residency program with
additional control European customers can exercise over their data. Trusted European partners
manage and store encryption keys in local data centers. By isolating the encryption key management in
the EU, customers have greater control over the security of their User-Generated Information,
including meeting recordings and transcripts, messages, shared �les, and voicemails. This adds an
enhanced layer of protection to Webex's built-in privacy and security features and the EU data
residency program, enabling customers to meet their needs through trusted EU partners.

"This new feature demonstrates Webex's commitment to deliver cloud solutions that meet evolving
European privacy and security requirements", said Javed Khan, senior vice president and general
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manager of Cisco Collaboration. "It paves the way for future sovereignty solutions for Government,
highly-regulated industries, and the upcoming EUCS certi�cation scheme."

Leading the Way in Innovation and Data Encryption

This solution will o�er organizations a way to leverage the latest cloud and collaboration innovations
while keeping their content encrypted within the EU, with sovereign management over data
encryption. Customers will be able to choose a European cloud provider that they know and trust,
without the complexity or cost of hosting their own encryption keys, while maintaining control of their
data. Customers will have the option to purchase technical support where service requests are
managed by EU nationals located in the EU.

"We are proud to enable Webex customers to raise the level of control on their sensitive data by using
our Encryption Services powered by Eviden's in-house Trustway Proteccio™ hardware security module
(HSM), the only HSM granted the Reinforced Quali�cation by the French National Cybersecurity Agency
(ANSSI), in addition to Common Criteria EAL4+ certi�cation and EU Restricted agreement," says Zeina
Zakhour, vice president CTO Digital Security at Eviden. "Developed, manufactured, and operated in
Europe, our HSM is securely hosted in a data center outside the cloud."

Webex has been leading in end-to-end encryption (E2EE) for years, delivering Zero-Trust End-to-End
Encryption for meetings as an option, as well as E2EE for user-generated content. This extra layer of
state-of-the-art security will safeguard data from interception. Data is encrypted in transit and at rest
so that customers are the only ones who have access to their meeting content throughout its lifecycle.

Building upon strong privacy and security features

Webex already o�ers EU data residency, enabling customers to comply with data regionalization needs
and requirements. In addition, Webex is the �rst and currently only collaboration and conferencing
solution to achieve the highest level of adherence with the EU Cloud Code of Conduct (EU Cloud CoC), a
transnational framework for cloud service providers to demonstrate compliance with the EU GDPR.

Further, the European Data Protection Supervisor (EDPS) has con�rmed that the use of Webex by the
Court of Justice of the European Union (CJEU), meets the rigorous rules for the processing of personal
data by the EU's institutions and bodies. Webex is the �rst and currently the only videoconferencing
platform to have attained such approval.

For more information: Helping European customers meet digital sovereignty requirements with
trusted local partners

About Cisco

Cisco (NASDAQ: CSCO) is the worldwide technology leader that securely connects everything to make
anything possible. Our purpose is to power an inclusive future for all by helping our customers
reimagine their applications, power hybrid work, secure their enterprise, transform their
infrastructure, and meet their sustainability goals. Discover more on The Newsroom and follow us on X
at @Cisco. 

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its a�liates in the
U.S. and other countries. A listing of Cisco's trademarks can be found
at www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between
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https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=1110067997&u=https%3A%2F%2Fhelp.webex.com%2Fen-us%2Farticle%2F5h5d8ab%2FEnd-to-end-encryption-with-identity-verification-for-Webex-meetings&a=in+end-to-end+encryption
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3955433892&u=https%3A%2F%2Fblogs.cisco.com%2Fnews%2Fwebex-offers-full-data-residency-in-the-eu&a=EU+data+residency
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3134908217&u=https%3A%2F%2Fblogs.cisco.com%2Fsecurity%2Fwebex-first-collaboration-suite-with-eu-cloud-code-of-conduct-level-3-adherence&a=highest+level+of+adherence
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3909166690&u=https%3A%2F%2Fblog.webex.com%2Finnovation%2Fwebex-edps-by-eu-court-of-justice%2F&a=use+of+Webex+by+the+Court+of+Justice+of+the+European+Union
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3909166690&u=https%3A%2F%2Fblog.webex.com%2Finnovation%2Fwebex-edps-by-eu-court-of-justice%2F&a=use+of+Webex+by+the+Court+of+Justice+of+the+European+Union
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3734401865&u=https%3A%2F%2Fblog.webex.com%2Fhybrid-work%2Fdigital-sovereignty-with-trusted-european-partners&a=Helping+European+customers+meet+digital+sovereignty+requirements+with+trusted+local+partners
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3734401865&u=https%3A%2F%2Fblog.webex.com%2Fhybrid-work%2Fdigital-sovereignty-with-trusted-european-partners&a=Helping+European+customers+meet+digital+sovereignty+requirements+with+trusted+local+partners
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=2253023972&u=https%3A%2F%2Fwww.prnewswire.com%2Fnews-releases%2Fcisco-appoints-sarah-rae-murphy-to-its-board-of-directors-301611916.html%23financial-modal&a=CSCO
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=1587199393&u=https%3A%2F%2Fnewsroom.cisco.com%2F&a=The+Newsroom
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=398944927&u=https%3A%2F%2Ftwitter.com%2FCisco&a=%40Cisco
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=1969834637&u=https%3A%2F%2Fwww.cisco.com%2Fc%2Fen%2Fus%2Fabout%2Flegal%2Ftrademarks.html&a=www.cisco.com%2Fgo%2Ftrademarks


Cisco and any other company.   

About Webex by Cisco

Webex is a leading provider of cloud-based collaboration solutions which includes video meetings,
calling, messaging, events, customer experience solutions like contact center and purpose-built
collaboration devices. At Webex, we start with people and their experiences �rst. This focus on
delivering inclusive collaboration experiences fuels our innovation, which leverages AI and Machine
Learning, to remove the barriers of geography, language, personality, and familiarity with technology.
Our solutions are underpinned with security and privacy by design. We work with the world's leading
business and productivity apps – delivered through a single application and interface. Learn more at
webex.com.

About Deutsche Telekom

Deutsche Telekom is one of the world's leading integrated telecommunications companies, with some
245 million mobile customers, 25 million �xed-network lines, and 21 million broadband lines. We
provide �xed-network/broadband, mobile communications, Internet, and IPTV products and services
for consumers, and information and communication technology (ICT) solutions for business and
corporate customers.

Deutsche Telekom is present in more than 50 countries. With a sta� of some 206,800 (Dec 31, 2022)
employees throughout the world, we generated revenue of 114,4 billion Euros in the 2022 �nancial
year. (All �gures taken from the 2022 Annual Report.)

About Eviden

Eviden is a next-gen technology leader in data-driven, trusted and sustainable digital transformation
with a strong portfolio of patented technologies. With worldwide leading positions in advanced
computing, security, AI, cloud and digital platforms, it provides deep expertise for all industries in more
than 47 countries. Bringing together 55,000 world-class talents, Eviden expands the possibilities of data
and technology across the digital continuum, now and for generations to come. Eviden is an Atos
Group company with an annual revenue of c. € 5 billion.

Eviden business is operated through the following brands: Alia Consulting, AppCentrica, ATHEA, Atos
Syntel, Bull, Cloudamize, Cloudreach, Cryptovision, DataSentics, digital.security, Eagle Creek, EcoAct,
Edi�xio, Energy4U, Engage ESM, Evidian, Forensik, IDEAL GRP, IDnomic, In Fidem, Ipsotek, Maven Wave,
Miner & Kasch, Motiv, Nimbix, Processia, Pro�t4SF, science+computing, SEC Consult, Visual BI,
Worldgrid, X-Perion, zData. Eviden is a registered trademark. © Eviden SAS, 2023.

View original content to download multimedia:https://www.prnewswire.com/news-releases/cisco-
announces-sovereign-controls-for-webex-european-customers-together-with-eviden-and-deutsche-
telekom-301953238.html
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https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3625166747&u=http%3A%2F%2Fwww.webex.com%2F&a=Webex
http://webex.com/
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=833417053&u=https%3A%2F%2Fwww.telekom.com%2Fen%2Fcompany%2Fcompanyprofile%2Fcompany-profile-625808&a=Deutsche+Telekom
https://c212.net/c/link/?t=0&l=en&o=3993658-1&h=3214152590&u=https%3A%2F%2Feviden.com%2Fabout-us%2F&a=Eviden
https://www.prnewswire.com/news-releases/cisco-announces-sovereign-controls-for-webex-european-customers-together-with-eviden-and-deutsche-telekom-301953238.html
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